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1 Policy Section

1.1 Statement of Intent – Aim and Rationale

The purpose of this policy is to outline the responsibility of every member of Dorset Police under
the Act, and provide basic information about how to deal with disclosures.  Enquiries of a
complex nature must be directed to the Data Protection Office at HQ for assistance.  (Tel: 700
3716)

1.2 Our Visions and Values

Dorset Police is committed to the principles of “One Team, One Vision” – A Safer Dorset for You”

Our strategic priority is to achieve two clear objectives:

· To Make Dorset Safer
· To Make Dorset Feel Safer

In doing this we will act in accordance with our values of:

· Integrity
· Professionalism
· Fairness and
· Respect

National Decision Model

The National Decision Model (NDM) is the primary decision-making model used in Dorset Police.
The NDM is inherently flexible and is applied to the development and review of all policy,
procedure, strategy, project, plan or guidance.  Understanding, using and measuring the NDM
ensures that we are able to make ethical (see Code of Ethics), proportionate and defensible
decisions in relation to policy, procedure, strategy, project, plan or guidance.

Code of Ethics

The Code of Ethics underpins every day policy, procedures, decision and action in policing today.
The Code of Ethics is an everyday business consideration.  This document has been developed
with the Code of Ethics at the heart ensuring consideration of the 9 Policing principles and the 10
standards of professional behaviour.  Monitoring is carried out through the Equality Impact
Assessment process which has been designed to specifically include the Code of Ethics.

1.3 People, Confidence and Equality

This document seeks to achieve the priority to make Dorset feel safer by securing trust and
confidence.  Research identifies that this is achieved through delivering services which:

1. Address individual needs and expectations
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2. Improve perceptions of order and community cohesion
3. Focus on community priorities
4. Demonstrate professionalism
5. Express Force values
6. Instil confidence in staff

This document also recognises that some people will be part of many communities defined by
different characteristics.  It is probable that all people share common needs and expectations
whilst at the same time everyone is different.

Comprehensive consultation and surveying has identified a common need and expectation for
communities in Dorset to be:-

· Listened to
· Kept informed
· Protected, and
· Supported.

2 Standards

2.1 Legal Basis

Dorset Police recognises that personal information is a primary asset of immense value to the
organisation.  The Data Protection Act 1998 provides the legal parameters for the processing of
personal data and the ACPO Data Protection Codes of Practice provide guidelines to ensure
compliance.

This policy has been assessed to establish its impact in relation to the requirements imposed by
a range of legislation that might be affected by its implementation.  A complete record of the
impact assessment related to this policy is retained within the Corporate Development
Department.  A summary of this assessment is published on the Dorset Police website.

Other legislation closely linked:

· The Protection from Harassment Act 1997;

· The Civil Evidence Act 1995;

· The Crime and Disorder Act 1998 (section 115);

· Common Law powers of disclosure;

· The Rehabilitation of Offenders Act 1974;

· The Human Rights Act 1998 (article 8)
· The Licensing Act 2003.
· Protection of Freedom Act 2012
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2.2 People, Confidence and Equality Impact Assessment

During the creation of this document, this business area is subject to an assessment process
entitled “People, Confidence and Equality Impact Assessment (EIA)”. Its aim is to establish the
impact of the business area on all people and to also ensure that it complies with the
requirements imposed by a range of legislation.

2.3 Monitoring / Feedback

The Chief Constable of Dorset Police is Data controller for all personal data held by Dorset Police
(not including the Office of the Police and Crime Commissioner, UNISON and the Police
Federation). All managers and supervisors in Force have responsibility for ensuring that their
staff and officers remain compliant with the terms of this policy.  The Data Protection Officer has
responsibility for ensuring compliance with the Data Protection Act.  This policy is owned by the
Professional Standards Department, which manages the work of the Compliance Unit.  The
terms of this policy will be reviewed every other year.

Feedback relating to this policy can be made in writing or by e-mail to

Address: Professional Standards Department, Winfrith HQ, Dorchester

E-mail: .dataprotection@dorset.pnn.police.uk

Telephone:  700 3716
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3 Procedure Section

3.1 Introduction

3.1.1 The Data Protection Act 1998 (the Act) imposes a set of rules on all organisations that
collect, process and disclose personal data. (DPA Act 1998) Staff Guide to Data
Protection

3.1.2 For the purpose of the Act, personal data (or information) is defined as any information
that may be used to identify a living individual, either from that data alone, or from that
data and any other information possessed by a Data Controller.  Please note that
personal data does not include information relating to deceased people.

3.1.3 Sensitive personal data, (which merits extra protection under the terms of the Act), is
any information that may identify an individual’s racial or ethnic origin, their political
opinions, their religious beliefs (or other similar beliefs), their trade union membership,
physical or mental health, sexual life, or details about the commissioning or alleged
commissioning of any offence.

3.1.4 The term processing is used to describe the obtaining, recording and holding of
personal data and applies to both manual files and computer records.

3.1.5 This policy outlines how the Act applies to staff and officers within Dorset Police (and
any person processing personal information on its behalf).

3.1.6 This policy may be disclosed in full to any person requesting it under the terms of the
Freedom of Information Act.  (FOI Act 2000)

3.2 Scope

3.2.1  The Data Protection Act identifies the following roles in respect of the processing of
personal information:

Data Controller - Chief Constable of Dorset Police;
Data Processors - The staff and officers of Dorset Police, and any other persons
using personal information on behalf of Dorset Police;
Data Subjects - Individuals whose information is collected and processed;
Data Recipient - Any person to whom the data is disclosed to in the course of
processing the information

3.2.2  As data processors, every member of Dorset Police has an obligation to ensure that
the information they use is collected, maintained and disclosed in accordance with the
terms of the Act outlined in the policy statement below.

3.2.3  Information held by Dorset Police may only be processed for the purposes contained
within the Force's Data Protection Registration Document (Information Commissioners
- Data Protection Register - Entry Details –registration number Z4883455), which can
be found on the Information Commissioner's web site.  In general terms these
purposes are: staff administration, policing, administration and ancillary support for
policing and advertising, marketing and public relations.  Information should not be
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disclosed or processed for personal reasons (for example if you are involved in an
incident as a victim or witness outside of your daily role, or at the request of an
individual to disclosure information outside the Force without any legal basis).

3.2.4 Training

3.2.5 Dorset  Police is committed to ensure that all staff receive relevant training to ensure
compliance with Data Protection and associated legislation. All new staff will attend a
mandatory Induction Course which includes an input from the Data Protection Officer.

3.2.6         Annual Data Protection refresher e-learning, ‘The Lawful Handling of Information’ is
now a mandatory training requirement for all Dorset Police Officers and Staff, including
volunteers and the Special Constabulary. The Data Protection Officer, in liaison with
the Learning and Development Department, will follow up any instances of non
completion of this training.

3.3  Policy Statement

3.3.1 All personal information must be collected, processed, maintained and disclosed in
accordance with the 8 Data Protection principles (found in Schedule 1 of the Act),
which address the following areas:

· Data fairly and lawfully collected and processed;
· Information must only be used in conjunction with the Force's registered purposes,

and not for any reason that is incompatible with these purposes;
· Information should be adequate, relevant and not  excessive;
· Information should be accurate and up to date;
· Not kept longer than is necessary;
· Information must be processed in accordance with the rights of the data subject (for

example a data subject's right of access);
· Information must be kept securely;
· Information should not be transferred to any authority beyond the European

Economic Area without the correct risk assessment.

3.3.2 Fair Processing

3.3.2.1 The Act places an obligation on the Force to supply data subjects with advice to
enable them to understand what their personal information is being used for.

3.3.2.2 Any individual contacting the Force who wishes to know what their personal
information is being used for, in the first instance, can be directed to the Force's
registered purposes available on the Information Commissioners website (refer to 3.3
above).

3.3.2.3 Staff collecting information from individuals will give an account briefly explaining what
their information will be used for. Subjects should also be told if their information is
likely to be passed to a third party.
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3.4 Accuracy of information

3.4.1 If an individual wishes to challenge the accuracy of the information held about them by
Dorset Police, they must do so by contacting the Force Data Protection Officer (DPO)
in writing detailing what information they believe to be inaccurate and why.  The DPO
will work in conjunction with the relevant part of the Force to resolve the issue.  On
some occasions it may be appropriate to amend a record to reflect that the individual
believes the information to be untrue - without actually amending the content of the
record itself.

3.4.2 Cases that cannot be dealt with by informal resolution may be referred to the
Information Commissioner (details about this can be found in the relevant section
below).

3.5  Right of access to personal records

3.5.1 Under section 7(2) of the Act every individual has the right of access to information
relating to them.  This right is called Subject Access.  Any person wishing to make a
Subject Access request must do so by providing: a written notice stating that fact (a
letter or standard form) signed by the applicant; payment of the standard £10 fee
(applicable to every application); proof of their identity and current address.

3.5.2 If an applicant wishes to make a request for information they can do so by contacting
the DPO or by visiting any police station enquiry office.  More guidance about making
requests and copies of the relevant forms are available on the Force website
(Guidance on making requests & relevant forms).  No  police  staff  or  officer  is
permitted to disclose personal information verbally on request.

3.5.3 Dorset Police allow individuals to request a copy of their PNC (Police National
Computer) record using a PNC application form (ACRO SAR1), and the right to
request a copy of information held directly by Dorset Police using a Local form
(SA1.1).  All forms received by the Force must be directed to the DPO for processing.

3.5.4 Any person in Force who has been contacted by an individual wishing to find out how
long their criminal convictions will be retained on the PNC should refer to the ACPO
(Association of Chief Police Officers) document Retention Guidelines for Nominal
Records on PNC.

· No information relating to any other person (other than the individual requesting the
information) will be disclosed as part of a subject access disclosure, in accordance
with section 7(4) of the Act.

· Any information that may prejudice national security or the prevention and detection
of crime may be exempted from disclosure by virtue of sections 28 and 29 of the
Act.

3.5.5 Any person wishing to access their record for the purpose of employment vetting
where they are likely to be working with children or vulnerable adults must be directed
to the Disclosure and Barring Service (DBS) for an enhanced disclosure.
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3.6  Information security

3.6.1 All staff should familiarise themselves with the Force Information Security Policies,
which are available on the force policy database.

3.6.2 Any person who suspects that the terms of the Act have been broken (particularly with
respect to unlawful disclosure) must report the matter to the Force Data Protection
Officer (as well as taking appropriate action at a local level).  This applies to both
malicious as well as accidental disclosures.

3.7 Third party requests for disclosure – Section 29(3)

3.7.1 Where a police officer or police staff member receives a request for personal
information from an outside organisation or individual concerning a third party
they must be confident that the information requested falls within one of the non-
disclosure exemptions.  On most occasions requests will fall within the section 29(3)
exemption  - disclosure of information that is considered necessary for the purposes
of:

(i) preventing and detecting crime; or
(ii) apprehending and prosecuting offenders.

3.7.2  Those disclosing information must be confident that the disclosure is necessary, and
that non-disclosure would be likely to prejudice the above aims.  This can be achieved
by asking the person requesting disclosure to provide the information listed below.  If
in doubt, contact should be made with the Data Protection Officer.

3.7.3  Requests must always be made in writing, and officers and staff must always keep a
written record of the following information:

· Name and contact details of person or organisation making the request;
· Date of request;
· Details of the person to whom the disclosure relates;
· The reason the information is required; and
· A record of the information disclosed.

3.7.4 This information is retained in order to protect staff and officers from accusations of
unlawful disclosure and will enable the Force to assess any disclosure decision.  It is
every officer and staff member's responsibility to retain this information.

3.7.5 Police staff and officers requesting information from third parties can do so by using
the standard 'DPA Section 29(3)’ forms which are located in: Microsoft Word – “File”
- “New” - “Form A” - “A232”.  When requesting disclosure under section 29(3) it
must always be stated why the disclosure is required, full details of the person making
the request must be given, the date of the request and details of the person the
request concerns.  Such requests must always be authorised by a Line Manager. In
cases where an investigation is so sensitive that no reason can be given for the
request, authorisation must be countersigned by a Superintendent.
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3.8 Requests for disclosure Section 35- civil legal proceedings

3.8.1 Any police staff member or officer receiving such a request must refer to the Force
Disclosure Unit, Police Headquarters, for advice.

3.8.2 Section 35(2) may be relied upon by individuals or organisations requesting disclosure
for the purpose of:

· Prospective or current legal proceedings;
· Obtaining legal advice; or
· Establishing, exercising or defending legal rights.

3.8.3 Dorset Police is not obliged to comply with such requests, in particular where the
disclosure cannot be supported by the Act's schedule 2 and 3 conditions (which outline
the conditions necessary for processing personal data and sensitive personal data),
especially where disclosure is likely to infringe the rights of the data subject, for
example Article 8 of the European Convention of Human Rights (right to respect for
private and family life).

3.8.4 On most occasions it will be necessary for those requesting information under section
35(2) to apply for a court order under the provisions of section 35(1).

3.9  Disclosing victim details to third parties

3.9.1 Personal details of the victims of crime must only be passed to third parties such as
Victim Support or Neighbourhood Watch when they have given their explicit consent.
If an individual refuses to have their personal details disclosed to any third party, their
wishes must be respected.

3.10 Information sharing protocols and service level agreements

3.10.1 Information may only be disclosed under information sharing protocols and service
level agreements where the person processing such a request can be confident that
the disclosure in question can be supported by a specific statutory basis, for example
Section 115 of the Crime and Disorder Act 1998. (Section 115 Crime & Disorder Act) It
is every officer and staff member's responsibility to ensure they are confident of the
lawfulness of any disclosure.  Any doubt should be resolved through contact with the
Data Protection Officer.

3.10.2 Details of organisations with whom Dorset Police have Information Sharing
Agreements can be accessed on the Professional Standards Sharepoint.

3.11 Auditing and transaction checking

3.11.1 In order to assess how compliant the Force's information is with the Data Protection
Principles the Force Computer Audit Officer carries out regular assessments of
information, based on the risk assessment contained within the Force's Data
Protection Strategic Audit Plan.  All divisions and departments are required to provide
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access to appropriate records to enable the Computer Audit Officer to complete this
work when requested.  Any person requiring advice about how to ensure Force
systems remain compliant can do so by contacting the Data Protection Officer at HQ.

3.11.2 To enable the Force to monitor the legitimate use of the PNC/ RMS (Records
Management System), regular transaction checks are carried out.  Such checks are
generally completed at random, but are targeted on occasions where misuse of the
PNC/ RMS is suspected or for thematic inspection purposes. All staff and officers
are reminded that the Police National Computer and Force Records Management
System are only to be used for policing purposes.

3.11.3 It is good practice for any staff member or officer requesting a PNC/RMS check to
make a note of the check they have requested, and the reason they have requested it.
Staff and officers must be able to support their use of the PNC/RMS with evidence to
justify their checks. This may occur after a significant period of time.

3.12 Requests for assessment and enforcement action

3.12.1 The Information Commissioner is the body that oversees compliance with the Data
Protection Act, and has powers to force organisations to process personal data
lawfully. Where a data subject is unhappy with some aspect of the processing of their
personal information, or a disclosure they have, or have not received from the Force,
they have the right of appeal to the Information Commissioner.

3.12.2 It is recommended that any such issue should be resolved locally between the Force
and the individual concerned where possible.  Any request for assessment
subsequently received from the Information Commissioner should be responded to
promptly, with a full copy of the information being disputed supplied. In these
circumstances any action should be co-ordinated through the Data Protection Officer.

3.12.3 Where an organisation or individual is unhappy with any decision made by the
Information Commissioner, an appeal can be lodged with an Information Tribunal.

3.13 Breaches of Data Protection

3.13.1 All breaches or suspected breaches of the Data Protection Act 1998 must be reported
 to the Force Data Protection Officer.

3.14 Benefits

3.14.1  The terms of this policy must be adhered to in order to ensure that all police staff and
officers act lawfully within the bounds of the Data Protection Act. This will limit the
potential for unlawful disclosure, litigation or enforcement action by the Information
Commissioner.
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